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5. nayuno-cmpyunu ckyn “Cmydenmu y cycpem nayyu' ca mehynapoonum yuewhem

POVREDA PRAVA NA PRIVATNOST
NA DRUSTVENIM MREZAMA

Autor1: Vida Vili¢, Aleksandar Mihajlovic
Mentor:

Pravni fakultet,

Univerzitet u Nisu,
Republika Srbija

U dana3nje vreme, drustvene mreze predstavljaju nacin povezivanja ljudi Sirom planete. Uz pomoc
drustvenih mreza, kako se tvrdi, svet je u moguénosti da VlzuathJe veze izmedu po;edlnaca Sve
drutvene mreZe funkcionisu preko servisa za drustvenu mrezu, internet servisa, koji se najéescs
javlja u obliku platforme, prozora ili veb-sajta i omogucava da se ljudi iz razli¢itih kraj eva sveta po-
vezuju medusobno, sklapaju nova poznanstva ili odrzavaju kontakt sa ljudima koje ve¢ poznaju.
To je pozitivna strana postojanja druStvenih mreZa. Medutim, na dru$tvenim mrezama zboz
neograni¢enog pristupa licnim podacima korisnika, ¢esto dolazi do velike zloupotrebe privatnost:
Nisu retki sluCajevi, da razni programeri ili hakeri, upadaju u sisteme mreZa i ¢ine znatne stete, kake
korisnicima, tako i administratorima.

Cilj ovog rada je ukazivanje na najcesce vrste zloupotrebe podataka na drustvenim mrezama i nacin
zastite od ovih kriminalnih radnji koje pripadaju kompjuterskom kriminalitetu. Da bi se ostvario po-
stavljeni cilj, prikupljeni su podaci iz literature uz navodenje konkretnih primera, a rad je metodolosk:
podeljen na tri celine: drustvene mreze, povreda privatnosti i mogucnosti zastite.

Globalne druStvene mreZe doprinele su stvaranju novog, sofisticiranog, neupadljivog, tehni¢ki obra-
zovanog profila izvrSioca krivicnog dela kome je tesko suprotstaviti se zbog njegove nevidljivosti”
1 "neopipljivosti”. Zbog izuzetno velikog broja korisnika, dostupnosti podataka, otvorenosti u ko-
mumkacul ali 1 nedovoljene zakonske regulisanosti na nacionalnom i medunarodnom planu.
drustvene mreZe predstavljaju odli¢no skroviste za izviSioce ove vrste krivi¢nih dela.

Kljuéne rijeci: druSivene mreze; hakeri; povreda privatnosti; kompjuterski kriminalitet.
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VIOLATION OF THE RIGHT TO PRIVACY
ON SOCIAL NETWORKS

Authors: Vida Vilic, Aleksandar Mihajlovic
Mentor:

Faculty of Law,
University of Nis,
Republic of Serbia

Summary: Nowadays, social networks present the way of connecting peopie around the globe. It
is argued that social networks make the world visualize the connections between individuals. All
social networks operate through the social networking service, Internet service, which usually
occurs in the form of platforms, windows or web site and enables people from all over the world
to connect with each other, make new friends or keep in touch with people they already know.
This is the positive side of social networks. However, unlimited access to the personal user data
is often a major cause of privacy abuse. It is not rare that many different programmers or hackers
break into systems and networks in order to do considerable damage to users and system admin-
istrators. The aim of this study is to evaluate the most common types of data misuse on social
networks and the way to protect from these criminal actions as part of the cyber crime. Data were
collected from the literature by listing specific examples and methodological work, and this work
is methodologically divides into three parts: social networking, privacy violations and security
options. Global social networks contributed to the creation of new, sophisticated, inconspicuous,
technical professional profile of the offender that is hard to resist because of its "invisibility" and
"intangibility". Due to the extremely large number of users, data availability, openness in com-
munication and lack of legal regulation at the national and international level, social networks
are great hiding place for the perpetrators of this criminal act.

Keywords: social networks; hackers; invasion of privacy; cyber crime.
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