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CAJBEP BESBE[THOCT vs. IIPUBATHOCT
- OIIIITA PASMATPAIBA 1 OCHOBU SALIITUTE

Hpaeana IIETPOBUR*

Ancmpaxm: JlaHac ce y CBETY Ha pas3/IMYUTHM HUBOMMA BOJie 0301/bHE pacrpaBe
0 MoryhHocTHMa MOJEPHUX WHPOPMALMOHO-KOMYHHUKALMOHUX TEXHOJIOTHja
(ICT), asiv ¥ 0 BLUXOBUM HeXeJbeHHM IMocaeAuliamMa. 3a 06UIHOT YOBEKA, ,,HOB
HaylH KOMYHHKalllje IPeKo HHTepHeTa U MO6uIIHe TesiedoHUje HCTOBPEMEHO
je J1aK, jeAHOCTaBaH, 6p3, Hy»KaH - 0CTaje YUbEHHULA HheroBOI CBAKOAHEBHOT
xuBoTa. lllTaBuile, caBpeMeHO Zo06a mojpasyMeBa MHTEPHET Kao jelHO Of
[JIABHUX Cpe/CTaBa KOMYyHMKaluje. YKOJUKO ce KOPHUCTHU ,Kako Tpe6a’,
Ipe/CcTaB/ba U306M/be HHGOPMALMja HAa TOTOBO CBAKy TEMY U JIOHOCH MHOTe
6eHeduTe. Y3 pa3sHOBPCHY KOJIMYMHY NPUKYIJbEHUX NoJaTaka C JIakohoM
nocpefiyje y CTULAly HOBUX 3Hara U OGJMKOBAHKY KUBOTHOT CTWJIA. Y TOj
HepCHEeKTUBHY, )KUBOT Y UHTEPHET MPEXH [IOCTaje CBe BULIE TPOCTOP MOJJIOKAH
MaHMNy/alMjaMa U 310ynoTpebama. Crircak 3/10ynotpeba je Ayr — o7 Hamaza Ha
Tyhy NIpUBaTHOCT, IpOramama, cajoep MOGHHTa, BPIIHAYKOT HACU/ba, CEKCYaTHOT
y3HeMUpaBamwa 1 Hacuba, TProBUHE JbYIUMA U JbYACKUM OpraHuMa u Ap. Ha Taj
HayuH, [10jaBa HOBUX TEXHOJIOTHja 3HaYajHO yrpokaBa IPaBo Ha MPUBATHOCT.
Ilocnembux roArHA NpaBo HAa MPUBATHOCT Y HajBehoj Mepu JOBOJM ce Y Be3y ca
nojanuMa o JMYHOCTH. [IpaBo Ha NPUBATHOCT U 3alUTHTA JUYHHUX NojaTaKa
crajia y pesi OCHOBHHUX JbYACKUX NpaBa. byayhu fa ce pajju o TeMe/bHOM paBy

* UHCTUTYT 3a ynopeHo npaso, beorpaa. E-mail: d.petrovic@iup.rs.

Pag je HacTao kao pe3y/aTaT HAYYHOUCTPAXKMBAUYKOT pasa MHCTHUTYTa 3a ynopeJHO NpaBo Koju
¢durHaHcHpa MUHHMCTApCTBO HayKe, TEXHOJIOLIKOT pa3Boja U MHoBaluja Peny6nke Cpbuje mpeMa
YroBopy o peanu3anuju U GUHAHCHUPABY HaydyHOUCTpaxkuBadykor paza HUO y 2023. rogunu
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YyoBeKa U rpal)aHiHa, OCHOB HheroBe 3allTHTe Y HallleM 3aKOHO/aBCTBY CaZip>KaH
je, mpe cBera, y YcraBy, 3akoHy o 3amTuTH nojaaraka (33J/1I1) u KpuBuuHom
3aKoHUKY (w1 146. HeoBramrheHo mpuKyI/bambe JJUYHUX MToJjaTaka). Linb pazaa je
Jla ce JIOMIPUHECe HAYYHO] pacrpaBH y TOj 06/1aCTH.

KmyuHe peuu: Cajbep 6e36eAHOCT, cajoep KPUMHUHAJ, NMPUBATHOCT, 3alITUTA
NoZiaTaKa 0 IMYHOCTH, HOPMaTUBHU OKBUPHU

1) yBOZ

OzMax, Ha IOYeTKY, MOPaMo Ce CJIOKHUTH Ja je AaHac HECKOPUCHO MAMTHTH
nojlaTke U3 HCTOpUje, MaTeMaTUKe, YMETHOCTH, KHWKEBHOCTU UTA. CBaku
,KOMILIeKC" y mobujamy uHbOpMalMje peylupaH je caMo Ha JiBa KJIWKa Ha
uHTepHeTy. CBe CMO 3aBUCHUjU OJf UHTEPHETA U Ha 33/[0BOJbCTBO MHOTOOPOjHUX
KOpPHCHHMKA LIMPOM CBEeTa, Ta MOZepHa TeXHOJIOTHja CBaKUM JJaHOM IOCTaje CBe
JIOCTYIIHHjA U jeJHOCTaBHMja 3a ynoTpeby. BehrnHa Hac Ma mamMeTHe MOGUJIHE
TesiedoHe, padyHape, TabseTe, ApyurTBeHe Mpexe, CMC nopyke, BUie0 CHUMKE,
cavke. Moxe ce 3al1a3UTH Jla HOBE TEXHOJIOTHje NIOCTajy Hallla eKCTepHa MeMOopHja.
OHe cy yBeJIMKO 3arocnojiapy/ie HallluM >KUBOTUMA U CIOHTAHOM KOMYHHUKAI1jOM.
CBojoM cBenpucyTHolIhy MpekpuJie Cy , MUKPOCTPYKTYPE CBAKOAHEBHOT YKMBOTA
CBe /10 YOBEKOBe MPUBATHOCTH U ITPUCHOCTH, YaK U JI0 FbeTOBOT CHa". IHTepHeTCcKa
JpywTBeHa mMpexa Pejcbyk, 4. MapTa oBe rojuHe, MHpocaaBuja je coj 18.
pobeHaH. theroBux 2,8 Muinjapie Mece4HO aKTUBHUX KOPUCHHUKA ITUPOM CBETA
HOTBP/UJIO je [1a je Y MUTaky jeJlaH OJ] HajaTPaKTUBHHUjUX MeIUjCKUX GeHOMeHa
Cc movyeTka oBor MuieHujyma (2010-2019), ro6anno.! [a, pey je o rio6agsHoOM
beHOMeHY - YKH/ajy ce MPOCTOPHA, pETMOHA/HA, ETHHUYKA U JIpyTa OrpaHdvyerha
- Y TaKo CBeT MpepacTta y r706a/Hy 3ajeJHULY, 3 MHTEPHET y HHGOPMaLKOHY
cynep cao6pahajuuny.? ictude ce /a je OH MOCTA0 TEXHOJIONIKHU, COLMjaJIHH,
MeJIVjCKH, TOJIMTUYKH, aJTU U IpaBHU ¢peHoMeH. To ,MHOIITBO" O/IjeTHOM JieJIyje
Kao HecaryefuBa cTuxdja. Hema cyMme [a Ha JjaHalllbeM CTeleHy pa3Boja
TPEeHYTHO HUje Moryhe mocTUhy MOTIYHY CUTYPHOCT UHPOPMAI[MOHOT CUCTEMA.
3aTo je NOTPeGHO MPYKUTH aNCOJYTHY U [eJOTBOPHY 3aIUTUTY aKo Aobhe /10

1 Pejcbyk je ocmucano Mark Zuckenberg, 6uBiun cTygeHT ca XapBapaga (ca npujatesbuma). Y
MOYETKY je 6MO HaMemeH CaMO CTyJeHTHMa TOI YHUBEepP3UTeTa KOjU Cy NyTeM OBe Mpexe
Mehyco6GHO KOMYHULIMpaIU U pa3MeUBaIu HHPopManyje. KacHuje cy My ce TPUK/bYIHJIN MHOTH
APYTH YHUBEP3UTETH, Cpe/itbe LIKOJIe, BeJIMKe KopHopalyje LIMPoM cBeTa U Ap. Kaz je uyBeHa
kKoMnaHHuja Majkpoco¢T kynuia 1,6 oxcro akuuja y PejcOyky 3a 240 MUIMOHA 101apa, @ BpELHOCT
cajTa MpollekheHa Ha MeTHAECT MUJIMjapAH [0J1apa, IOCTAJIO je jacHO Aa ce poJvo IJI06aJHU
¢dbeHOMeH, a KeroB KW/iejHU CTBOpUJIALL, — HajM/Iaha oco6a Ha Pop6COBOj IUCTH HAjOOraTUjUX JbYAU
Ha cBety. [ognHe 2021. PejcOyk Mmerwa nme y META. Bugetu: Augpej lunurencky, [para [psba,
Dejcbyk, sawmuma nodamaka u cydcka npakca, UHCTUTYT 3a ynopejHo npaso, beorpaz, 2018,
cTp. 9.

2 UnTepHer: https://www.michalsons.com/focus-areas/cybercrime-law, 14.10.2021.
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Ierose 3Ji0ynorpebe (kpaha uaeHTUTETa, IpeBape, TepopyUsaM, NUpaTepHja,
rOBOp MPXKHbe, MHTEPHET BaHJaIn3aM, 3/10ynoTpeba ¢potorpaduja, natosomka
3aBHCHOCT 0[] Kopulnhewa HHTepHeTa U Jp.).5 Kako Hac je CHa)kKHA AMHAMKKA
IpoMeHa 3aXxBaTHJa Ha OBOM TePeHy, TexHU3alLuja Mehy/byicke KOMyHUKaLHje
YyCBOjUJIa je HOBE METO/e, U TO TAKO Ja I0CTOjU CaMo jeJjlaH HAaYMH — MOTIYHa
3aMeHa CTBapHOCTH 3a ,,CTBAPHOCT" U3 UHTepHEeTCKe Mpesxe. HajpaxkHUjU MOHU
JleTab je nocTtao Mo6uaHU TesiepoH. HOBOM TpeHly MacOBHOT U OINCECUBHOT
xopuuihema oBor ypehaja mpoussobhauu ce BpJsio 6p30 npuiarohasajy, ysiauehu
KOpPUCHUKe 6e3 OTIIOpa y CBOje Mpexe [0 MaToJIOLIKe 3aBUCHOCTH (opybe
,BeJIMKOr 6paTta“).! Pey je 0o HemoBpaTHOM MpolleCy - MOJAepHa HHTEpPHET
TEXHOJIOTHja CBYZA Ce YrHe3[uJla U HUje MolITejesa HUjelaH HUBO JbY/CKe
JIleJIATHOCTH U YOBeKOBe JIMYHOCTU.” CBe je yYMHHJIA OTO/bEHHUM U jaBHUM.
WHTepHeT TexHOJIOrWja je JOBeJa 0 MOHUIITAaBaka CBera OHOI LITO YUHU
YOBEKOBO HajUHTHMMHHU]e ,lIPUBAaTHO BJIACHUILTBO". U3 epcreKTUBe cBeTa y KOMe
»KUBHMMO, Ca HalJIMM Pa3BOjeM MPEeXHHUX AUTMTATHUX TeXHOJIOTHja, IpaBo Ha
NPUBATHOCT, [1a TUME U 3alUTUTA [I0AaTaKa O IMYHOCTH, 036MJ/bHO CY JJOBEJIEHU Y
nuTtamwe. Kao ja cy moBpeZie NpUBAaTHOCTHM U HE3aKOHUTe obOpajie JIMYHUX
nojjaTaka nocraje Hen36eXKHa KAPAaKTEPUCTHKA MOJIEPHOT HHTEPHET Iej3axa.’
To je peanHoOCT y K0joj ce TpeHYTHO HalasuMo. Ay, ynopejo ca OBaKBOM
ONoMUmbYjyhoM peasHolwly pacTy WM Hamopu y MNpaBlly pa3Boja 3aKOHCKe
peryjaTvBe Ha MehyHapoZHOM U HalMOHAJHOM HUBOY - CBe y LiU/bYy Ja ce
epUKaCHO pelly MUTambe BbUXOBe 3aLITUTE, [ Ce Ta 3aIUTHTA I10jaya U MPOLIUpH.’
Jep, cacBUM pa3yMJ/bUBO, IPOMeEHE Ha CLieHH yIoTpebe MoJepHUX UHPOpPMaLMOHO-
KOMYHHKAlLMOHUX TEXHOJIOTHja U HeraTUBHU edeKaTH KOje OHe NPOU3BOJE
3axTeBajy U IPOMeHe y pearoBamy Ha yrpoXKaBame OBOT, jeJHOT 0 HajBAXHUjUX
JbY/ICKHX ITpaBa.’

3 Sarah Summers, “EU Criminal Law and the Regulation of Information and Communication
Technology”, Bergen Journal of Criminal Law and Criminal Justice, no. 1/2015, pp. 48-60.

*Richard Stallman, ,Mobilni telefoni su Staljinov san‘, B92. Hurtepuert: http://www.b92.net/
tehnopolis/vesti.php?yyyy=2011&=038nav_id=499267, 19.7.2012.

S Uureprer: https://www.oxfordhandbooks.com/view/10.1093/oxfordhb/9780199680832.001.00
01/0xfordhb-9780199680832-e-65, 24.3.2022.

% Dragan Prlja, Mario Reljanovi¢, “Sybercrime - Comparative experiences”, Strani pravni Zivot, no.
3/2009, pp. 163-164.

7 UurepHert: https://www.michalsons.com/blog/what-is-it-law-ict-law-or-cyber-law/286, 17.12.2021.

8 Hataiua Mpeuh I[leTpoBuh, ,CriopazyMHO PpU3HAH-€ KPUBULIE Y JUTHUTATHOM OKPYKErhY', V: JesieHa
Koctuh, Mapuna Matuh Bomkosuh (ypc.), Jueumaausayuja y kasneHom npasy u npagocyhy,
WHcTUTYT 3a ynopefHO npaBo, MHCTUTYT 3a KPUMUHOJIOLIKA U COLMOJIOIIKA UCTPAXKHUBAMA,
[IpaBocynHa akagemuja, Beorpag, 2022, ctp. 155.
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2) KPMMWHAJL, BE3BEJHOCT
N MHO®OPMAIVMOHE TEXHOJIOTUJE

Kao mTo ce s1ako Mo)ke IPUMETHTH, ,Cajoep 6e30eAHOCT” U ,3alITHTa
uHbopManmja“ cy mocrajse BeoMa MOMyJapHe pedyd y HALleEM CBAKOAHEBHOM
»KUBOTY, HAPOYMTO NT0CJIe TaH/eMUje 3a3BaHe KOpoHa BUpycoM. Opranusanyje,
BJIa/le, PUHAHCHjCKE HHCTUTYLH]j€e U APYTH Cy6jeKTH U3JI0KEHH Cy CTATHUM cajoep
npetwama. CpesicTBa cajbep Hamaja , y pykama“ cajoep KpUMHUHA/IALA CBAKUM
JIaHOM TI0CTajy cBe cOQUCTULMPAHU]ja, YMMe ce ToBehaBa PU3HUK 0/] yrpoXKaBamba
cajoep 6e36egHOCTH. TO je TeMe/bHO MUTAE, IEHTPAJIHHU MPO6JIeM — allCOTyTHA
CYNIPOTHOCT Y CMUCJIY /14 OHO IL'TO MOXE /1a Ce yIIOTPeOH Y KOPUCT APYIITBA MOXKE
Jla ce ynoTpe6u 1 Ha weroBy mreTy. [Ipema ®opbey, y 2019. roguHuy v oje JUHLIU
¥ OM3HHUC KOMIIaHHWje U3TyOuse Cy mpeko 3,5 MusujapAad moJiapa of cajoep
KpuMHHasa. Y ToM nepuoay, Penepannu uctpakuu 6upo (FBI) peructpoBao je
467.361 npujaBy 3a cajoep kpuMuHasl.’ OBo ce cBe oraha YeTUPH JelieHHje HaKOH
1I0jaBe UHTEPHETA, KOjU je, IOHOBMMO, Y TIOYETKY MPEACTaB/ba0 CaMo JiabaBo
IIOBE3aH CHCTEM KOMIjyTepa KOju Cy KOpPUCTHIU TeseQOHCKE JIMHUje Kao
cpefcTBa KoMyHUKanyje. llle3eceTux roArHa NpoLLIOr BeKa aMepryKa BojCKa je
KOPUCTHUJIA OBY KOMITjyTEPCKY MpPEXY clipeMajyhu ce 3a eBeHTya/lHe HyKJieapHe
HanazZe. JlaHac, WHTepHeT MpeACTaB/ba M3BOpP HecaryeJuBor 6poja
Hajpas/IMIMTHjUX HHPOpMAIIHja ¥ TOCEOHY BPCTY AUTHTAIHE eHIIMKJIoNeauje. Y
CBEMy TOME LITO je 106p0 UMa ¥ OHOTA LITO je IECTPYKTUBHO U PYIIUJIa4KO, OHO
wto noBehara pamUBOCT caBpeMeHOT ApylTBa. HanMe, ca HeBepoBaTHO Gp3UM
pa3BojeM AUTHUTAIHE TEXHOJIOTHje 1 MHPOPMALMOHUX CUCTEMA, Y KOPAK je ULIA0
¥ yNaj/buBO OpP3W Pa3BOj OBe BPCTe KPUMHUHAJIWTETA. Y3 eKcHaH3ujy 6poja
KOpPHCHHKA WHTepHeTa noBehao ce u 6poj xakepa, Mehy mwHuMa U 6poj BeoMa
TaJIEHTOBaHUX NMpodecHoHaIala KOjU NPOo/iajy CTPYYHO 3HaHe OHOME KO MOHYLU
Hajbosby LeHy. Ped je 0 ocobaMa Koje cy criocoGHe Jla HEONaXKeHO ,lIpoBajie” U
HCKOPHUCTE CHCTeMe 3a ybalBalbe BUPYCa, Tepopucame, opucame ¢$ajaosa,
Kperpame TeXHOJIOIIKOT Xaoca U c1. Mehy cymapHHYKHMM 3eM/baMa MOCTOjH
cajbep-1InujyHaka Koja mpe/icTaB/ba OMACHOCT [0 HAaIlMOHAIHY 6e36eAHO0CT. CBaka
BpCTa KJIACUYHUX TUIIOBA KPUMUHAIWTETA JJo6HWja oAroBapajyhu mpocrop, uma
CBOj I0jaBHU O06JIMK U Y cajbep MpoCTopy: cajoep-CceKc, CEKCYaTHO Y3HEMHUPABALLE,
CWJIOBake, OTMUIA Jele, JAednja nopHorpaduja ¥ c1. OHO WITO je moceGHO
3abpumaBajyhe je ynmbeHuUIa 1a ce BeNWHU 3/10YMHA YYMbEHUX HA OBAKaB HAYMH
He Moxke yhu y Tpar, LITO ’UXOBUM YYMHHUOLIMMA OMoryhaBa Jja 1060 HO BJIaA]y
y CBOM LApPCTBY KpuMHHaisuTeTa. (Cajbep KpHUMHHa/I Ce OMNHUCyje Kao
KPUMUHAIUTET OyAYRHOCTH, jep 06yxBaTa U KPUMHUHAJIUTET U KOMIjJyTEPCKY
TeXHOJIOrujy U uHbopManuoHe cucrteMme. OH yrpoxaBa 6e36eJHOCT MUJIMOHA

9 UntepHer: https://www.eccu.edu/blog/cybersecurity/the-role-of-cyber-laws-in-cybersecurity/,
poctynHo 13.10.2022.
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JbYZIU LIMPOM CBETa, a NOCeGHO CY pambMBU BOjHU KOMIIjyTEPCKU CUCTEMHU 360T
Moryher M3a3uBaba paTHUX cykoba (BojHa 6e3begHocT). To yuHHU cajbep
KPUMHHaJ IOTEHLMja/IHO OMACHUjUM U OJ ynoTpebe GHOJIOMIKOT U XEMUjCKOT
opyxja.l’ OBa BpcTa ,TpOBaJIHUKA" MOXe Jja 06e36e/j1 PUCTYN KOHTPOJHUM
cucTeMUMa rOTOBO CBaKe KOMIIaHUje Ha CBETY U TO ca HajyAa/beHuje reorpadcke
Tauke. MeTe Mory Jja 6yay v 6aHke, MehyHapoZHU GUHAHCHjCKU LIeHTPU U Gep3e,
IITO MOXe Jia IoBeJie 10 I'yOJ/berba OBepera Y EKOHOMCKH CUCTeM (EKOHOMCKaA
6e36enHoCT). Hawl cBakoHEBHU XKUBOT MOXKe Jja Oy/ie TPeKKHYT cajoep HanazrMa
Ha eJIeKTPUUHe U racHe cucreMe uTzA. U3 oBor ynyhuBama, cajoep 6e36eJHOCT He
MOXe JIa ce IoCMaTpa 0JjBOjeHO 0/ 6e36eJHOCTH Y CTBAapHOM CBeTy.'! ¥ oBoM
KOHTEKCTY, LUITeTe Koje HaCTaHy Kao pe3y/Tar cajoep Hama/a cy BpJio CTBapHe U
MpOy3pOKyjy CTBapHe mocieaue y ¢usnukom cBety.!? Kao TakBa, cajoep
6e36eJHOCT NIOCTaje CacTaBHHU [le0 HAIUX CBAaKOJHEBHHUX KMBOTA U BUILE Ce He
MOXKe pa3/JIMKOBaTH O OmuTer KoHUenTta 6e36exHoctd. ,0OHa ce Mopa
JI0’KUB/baBaTH Kao IPUpoJHa oTpeba Aa 3alITUTUMO cebe U CBOje MHCTUTYLH]e,
ocehajyhu je CylITMHCKHM Kao [le0 Halller pa3MUIll/bakba U MocTynamwa. ! To je
pasJior 3alITo je cajbep 6e36eAHOCT, HAcTala Kao orpaHuYeHa U cnenduyHa
rpaHa IpaBa Koja ce 0JJHOCH Ha 3alUTUTY pauyHapcKe onpeMe U CUCTeMa Kao U
MHpopMalmja Koje ce 4yBajy u ,MyTyjy"“ ca kbUMa, y TOj MepH HampegoBasa.l*
[ToBpee nojaTaka Npe/cTaB/bajy Hamna/e Ha cajoep 6e36eJHOCT Koje JUPEKTHO
TaHI'MPajy IpaBO Ha NPUBATHOCT U 3alUTUTY NoJaTaka. M3 oBakBe dopmysanuje
MOX/]a MOXKe Jla Cce Mperno3Ha ujeja jAa cy cajoep 6e36eAHOCT U 6e36eJHOCT
uHbopMalLyja U IpUBATHOCT NOAAaTaKa ,,3aMeH/bUBU" II0jMOBH, ajld U3Mehy Hbux
nocroje BaxkHe pasJuke.!” lllTa je cajoep 6e36eaHocT? Cajoep 6€36eJHOCT UIH
6e36esHOCT MHOpPMaLKja MoApa3yMeBa Mepe Npejy3eTe 3a 3alITUTY pauyyHapa
WM pauyyHapCKOI cUCTeMa of, HeoBJjalheHOr mnpucTyna Xakepa. CHaxkHa
NOJIMTUKA cajoep 6e36eJHOCTH LITUTU CUTypHE, KPUTHYHE WM OCET/bUBE

10 Dragana Petrovi¢, “General characteristics of the basic concept of terrorism”, Strani pravni Zivot, no
4/2020, p. 8, 14.

1 Cagmup KapoBuh, Mapuna M. Cumosuh, ,KpUBHYHONpPAaBHO CYHNpPOTCTaBJ/bakbe
BHUCKOTEXHOJIOLIKOM - KOMIjyTepCKOM KDHMHUHA/JHUTETy: CaBpeMeHU MW3a30BH, [AUJIEME,
nepcrektuBe”, y: Jenena Kocruh, Mapuna Matuh Bomkosuh (ypc.), Jueumanusayuja y kazneHom
npasy u npagocyhy, UHCTUTYT 3a ynopejHo npaBo Beorpas, UHCTUTYT 3a KpUMUHOJIOIIKA U
coLMOoJIONIKA UcTpaxkuBama beorpaz, [lpaBocyaHa akazsemuja, beorpag, 2022, ctp. 47-50.

12 UurepHer: https://www.rnids.rs/%D0%BE-%D0%BD%D0%B0%D0%BC%D0%B0/%D1%81%
D0%B0%D1%98%D0%B1%D0%B5%D1%80-%D0%B1%D0%B5%D0%B7%D0%B1%D0%
B5%D0%B4%D0%BD%D0%BE%D1%81%D1%82, 13.10.2022.

13 MurepHeT: https://www.ictsecuritymagazine.com/notizie/cybersecurity-law-una-panoramica-
sulla-disciplina-nazionale-e-comunitaria-in-tema-di-sicurezza-informatica/, 13.10.2022.

1 Ibid.

15 UutepHeT: https://amtrustfinancial.com/blog/small-business/cybersecurity-vs-data-privacy,
10.10.2022.
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NoJaTKe U CIpeyana Jja oBH ,Aohy y pyke” 3oHaMepHux Tpehux crpana.® lllTa je
npuBaTHOCT nojaTtaka? Ho, npe AeTa/bHUjer ojroBopa Ha KOHKPETHO [TOCTaB/bEHO
NUTae, yYYUHUMO Nap HallOMeHa Koja ce TU4YY OBOI KOMILIMKOBaHOT pobJieMa.
Beponuc (Varonis) nebrHuiie npuBaTHOCT NoAaTaka Kao BpCTYy ,6e36eLHOCTH
uHbopMaLMja Koja ce 6aBU NPaBUJIHUM PyKOBameM IoJalMMa KOju ce THYY
CarJaCHOCTH, O0aBeIlTeHa, OCET/bUBOCTH W PEryJaTOpHUX mnutama“l’ VY
6yayhHocTH, ApywrTBo he 6uTH npuHyheHO Ha jefaH [pyraydju KOHLENT
pasMull/barba Koju he noBehaTy U CJI0XKEHOCT UCTpara U NpeBeHLUjy 3/1041Ha,
Jlok he uctoBpeMeHO Npojy6/bMBaTH peryjaaTopHe usaszoBe. Kako je cajoep
KpPUMHHaJ T1OCTAa0 Heu3beXHA KapaKTepUCTHKA ,UHTEPHET TIiej3axka’,
KOHCTPYKTUBHO YIIpaBJ/balbe W pa3Boj cucTeMa (TeMe/bHO U CTpaTellKH) 3a
y6JsiakaBame NpPeTHH, NOCTAIU Cy uMnepaTHBu.'® YipaBo, ussiarame o cajoep
6e36eJHOCTH U 3alITUTH HHOpMaLUja (y KpaTKUM LipTaMa), HOCIY>KUJI0 HaM je
Jla Hac yBeJle y HapeJHU Jleo TeKcTa v oMoryhu fa ce GoKycHpaMo Ha HeKe Jipyre
Ba)KHe aclleKTe 3alUTUTe IPUBATHOCTH. Y CKJIONY HaBeJleHe pacipase, NoAByhu
heMmo jou jeJHOM - IPUBATHOCT U 3alUTUTA [I0JaTaKa pe/CcTaBJ/bajy Heo BojHBa
NUTama 3a 6e36eJHOCT Ha UHTEPHETY. 3alITUTa 0AaTaKa je 3aKOHCKU MeXaHU3aM
Koju 06e36ehyje npuBaTHOCT.!?

3) JEDTHOBPA3HOCT Y IIPUMEHU IIPABA
HA MEBYHAPOJIHOM HVMBOY

ITojam 1 TeHOeHIIMje

Jom y npBOM HamycaHOM YJIaHKY O ITOjMY U CaZip>KMHHU TpUBaTHOCTH U3 1890.
roauHe, npaBHuLU Cemjyen [l. Bopen (Samuel D. Warren) u Jlyjc Bpenuc (Louis
Bradeis) oBo npaBo aeduHucanu cy kao “right to be alone”?° Y TakBoM TyMadyery

16 Ibid.
17 Ibid.

18 Mureper: https://www.oxfordhandbooks.com/view/10.1093 /oxfordhb/9780199680832.001.
0001/oxfordhb-9780199680832-e-65, 24.10.2022.

19 PurepHert: https://www.rnids.rs/%D0%BE-%D0%BD%D0%B0%D0%BC%D0%B0,/%D1%81%
D0%B0%D1%98%D0%B1%D0%B5%D1%80-%D0%B1%D0%B5%D0%B7%D0%B1%D0%
B5%D0%B4%D0%BD%D0%BE%D1%81%D1%82, 13.10.2022.

,I1paBo Ha IPUBATHOCT', Kao [10jaM 0 KOMe Ce U JaHac TOJMKO JUCKYTYje, TOCTOjalIo je U Y CTapyuM
KyJITypama, y KHHecKoj, kog, Xebpejana, crapux ['pka u Pumsbana. [IpBo ra noMmutbse ApucToTes y
cBoM jieny Tloaumuka, pa3ziBajajyhu mpuBaTHY U jaBHY cdepy. MehyTum, nako cy y crapoj ['pukoj
U PuMy no3HaBa/IM IPUBATHOCT, Y H-e€HOj IPUMEHH Ce HUje ,ULIJI0" Ha HAYMH KaKo je MU JlaHac
nosHajeMo. Tek ce paHUM XpUITNaHCTBOM U IIpoNarvupambeM MOJUTBU Y TULIHMHY, TPAaBO U IOTpebe
Ha CTIIOKOjCTBO M HeOMeTakba Y MHTUMHU, TPUBATHOCT y IPAaBOM CMUCJTy Te pedH 06Hja Ha 3Hauajy.
Bugeru: lyman IlonoBuh, Mapko JoBaHoBuh, ,[IpaBo uHTepHeTa - ofabpaHe Teme", [I[paBHA
dakynrety beorpaay, 2017, ctp. 123-125.
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Ce Ipeno3Haje LIKPe 3HaYeHe OBOT 10jMa - Koje MojApa3yMeBa paBo ocobe a
caMa r3abepe ,130J1aLHjy Of, IPUCYCTBA APYTUX aKO TO KeJld U NpaBo Jia 6yae
3amrtrheHa oz npahema y NpUBaTHOM OKpYKEHbY Kao IITO je BJACTUTH oM 2 Y
yo614ajeH0j CBAKOAHEBHO] KOMYHUKALMjH, TEPMUH IPUBATHOCT Ce yoTpe6/baBa
3a O3HayaBakbe Heyera LITO je JIMYHO, MOBEP/bUBO, HECIYKOEHO, CKPOBUTO,
3aTBOPEHO 32 jaBHOCT.* Y 0BOj epCIeKTHUBY, IPUBATHO Ce MOXKe I0CMATPaTH Kao
OHO ILITO je CyIPOTHO jaBHOM. YHyTap puBaTHe cdepe, NIojeIMHAL, KMa IPaBo Ja
OyZie HeJOCTYIIaH ApyrMMa y CTBapyMa Koje UX ce He TU4Yy (Jja ce THMe YOIILTe He
6aBe), To je 3amITUheHU MpoCTOp (M3 KOr je CBAKO ApPYyro Jjule GU3UYKUA U
ICUXUYKU UCK/bY4eH0).”® YHyTap npuBaTHe cdepe nojeuHal je c0601aH Of
YIJIMBA U Melllakha APYTHUX, IpenyiITeH ceby, CBOjUM ocehambuMa, NoTpedbaMa Uiu
xrpoBrMa. Ha oBaj HauuH, NpUBaTHO MOJpa3yMeBa yCIoCTaB/batbe GU3NIKUX
rpaHMLa y/lacKka Tpehux JiMLa y JIMYHMA NPOCTOp MojeJUHLA. Y Ha3HAaYeHUM
dopmysnanujaMa mojMa NpUBaTHOCTH U36Hja, AAKJIE, Fbe['OB OCHOBHU CMHCA0 U
CYLITHHA KOja MOApa3yMeBa 3alITUTY MOPAJHOT U PU3NYKOT UHTErPUTETA, IPaBO
Ha 1u360p ofrosapajyher cTu/1a ¥ HaYKMHA XKUBOTA, UHTEPAKLUjy U3MeDhy Jbyau U
Ap.** HopMaTHBHO perysucarme oBe 06J1acTH Ha MehyHapoJHOM HUBOY, 3a1104eJI0
je ycBajaweM YHUBep3aJiHe JieK/Japalyje o JbyJcKUM npaBuma — YH (w1 12) us
1948. roanHe, KoHBeHIWje 3a 3alUTUTY JbY/ICKUX NpaBa U OCHOBHUX €J1060/3,
No3HaTHje Kao EBpomcka KOHBEHIHja O JbYACKUM mnpaBuMa (4. 8) us 1950.
roauHe, MehyHapofHOT nakTa 0 rpahaHCKUM U MOJIUTHYKUM IpaBuMa (4. 17) u3
1966. rogune.?® [loce6HO Tpe6a MOMEHYTH EBPOICKY KOHBEHIIH]Y O JbYACKUM
npaBHMMa Koja 4aHoM 8. ,Ha BesIMKa BpaTa“ yBOAU NMPAaBO HAa MPUBATHOCT Mehy
OCHOBHa Jby/ZiCKa npaBa: ,,CBako MMa paBO Ha NOLITOBamke CBOI MPUBATHOT U

21 Bysa M. Buiiuh, , [ToBpeia mpaBa Ha IPUBATHOCT 3JI0YNOTPEGOM APYLITBEHHX Mpea Kao 061K
KOMIIjyTepCKOI KpUMUHAJIMTETA", JOKTOPCKA AucepTauyja, [lpaBun gakynreT YuuBepaurera y
Humy, 2016, cTp. 20.

22 Caroline Kennedy, Ellen Alderman, The Right to Privacy Knopf Doubleday Publishing Group, New
York, 1997, pp. 20-23.

2 Bnagumup B. Bogunenuh, Ipaharcko npaso, Y600 y epahatcko npago u onwmu deo 2pahaHckoz
npasa, [IpaBHu pakyaTeT YHUBep3uTeTa YHUOH U |11 Cnyrxk6eHu miacHUK, beorpaz, 2020, ctp. 259.

¢ He nocTojH jeAHa OMLITE NPUXBAT/bUBA, YHUBEp3aIHa JeHHHUIMjA [I0jMA TpaBa IPUBATHOCTH.
KoHuenTt npuBaTHOCTH MOXe /ia Ce carvie/ia U MHTepIIpeTHpa U3 pas/IMuMTHX YIJIoBa (To3UIyja).
Bupetu: Susan B. Barnes, A privacy paradox: Social networking in the United States, First Monday,
vol. 11, no.9/2006. UnTepHeT: http://firstmonday.org/article/viev/1394/1312.14.10.2021; Buga
M. Busuh, op. cit, ctp. 20.

%5 Bupetu: Universal Declaration of Human Rights - the United Nations, 1948; KouBeHiuja 3a
3alUTUTY JbY/ACKUX NpaBa U OCHOBHHUX €/060/a, MO3HATHja Kao EBpolicka KOHBeHIHMja 0
JbYJICKMM ITpaBMUMa, OTBOpEHaA je 3a OTNHCUBambe y Pumy 4. HoBeMGpa 1950. roguHe u cTynuia
je Ha cHary 3. centeM6pa 1953. roguHe. MehyHapoJHU NakT o rpahaHCKUM U MOJTUTHUYKUM
npaBuMa, [eHepasHa cKynumTHHA YjeaumweHUx Hauuja. Pesosyuuja 2200A (XXI) ox 16.
neneM6pa 1966. roguHe.
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MOPOJMYHOT )KUBOTA, I0Ma HJIK Mpenucke“?® EBporcky cyy 3a Jby/cka npasa y
CTpa3bypy YTBpAHO je 1a Ce OJHOCHUM YJIaHOM IIpY:Ka 3alUTHUTa Yy KOMyHUKaLUjU
NyTeM WHTepHeTa, e-mail KOMYyHMKalLuju, online mnpahewy HWHTeEpHET
KoMyHHKauyje. [Ipeli3Ho ycTaHOBJ/baBajyhu MOMeHyTe 06JIMKe 3alUTHUTE, CYZ je
CTaBHO aKLleHaT Ha 3alUTUTY [0JaTaKa 0 IMYHOCTH Koja je ynpaBo obyxBaheHa
O3HAYeHUM YWIAaHOM. YKpATKO, 3alITUTA Ce OLHOCHU Ha MOJATKe O LeJIOKYITHOM
ICUXUYKOM U GU3NYKOM UHTETPUTETY YOBeKa (0 UMeHa, IOPeKJIa, 3;paBCTBEHOT
CTam3a, CEKCya/IHe OpHjeHTalyje, 10 IOTeHLUja/IHO OCET/bUBHUX NOJATAKa, Kao HIIP.
IP afpece vHTepHeT KopucHUKa).”” Ha HUBOy EBporcke yHHUje o ©3y3eTHOT
3Hayaja cy I[loBesba 0 OCHOBHUM mnpaBHMa EBporncke yHuje, Koja 4jaHoM 8.
peryJ/uile MpaBo Ha 3alITUTY MojaTaka O JIMYHOCTH, [JOK Ce YIaHOM 7. 1oceGHO
npe/Brbha 3alITUTa IPUBATHOT U NOPOAUYHOTL )KUBOTa, U KOHBeHIMja 0 3alITUTH
nojeJHaLA y MOIJIeJy ayTOMaTcKe obpaje JIMYHUX mojaTaka.?® JlaHac je
3akoHoJaBcTBO EY ociomeHo Ha JABa HajBakHWja npomnuca: General Data
Protection Regulation (EU) GDPR 2016/679, koja je 3ameHu/1a JJupeKTUBY
95/46/ELl u [JupektuBy 2002/58/ELl.* Ha Heku HauuH, Baxeha ePrivacy
JlMpeKTHUBa je NpeTXOAHMULA JaHallmber ONLITEr aKTa, Kao U NpeJioT HOBe

26 EBporicka KOHBEHIM]ja 0 JbyiCKUM MpaBuMa, CaBeta EBpore (1949) o 3amtiTu c/1060/a U pasa,
ycBojeHa y Pumy, Utanuja, 4. HoBeM6pa 1950. roanHe.

27 0Bpe je moTpeGHO NpUMeTUTH Ja Beh CT. 2. ucTor 4wiaHa KoHBeHIMje orpaHUYaBa /1ejCTBO OBOT
npasa y3uMajyhu y 063up jaBHU UHTepec U UHTepec ApYyrux Juua. Bugetu: Jyman [lonosuh,
Mapko JoBaHoBwuh, op. cit, ctp. 127.

28 [ToBesba 0 ocHOBHUM NpaBuMa EBporicke yHuje (CFR) yrpabyje oapehena nosutudka, conujaina
Y eKOHOMCKa IpaBa 3a rpahaHe u craHoBHUKe EBporicke yHuje (EY) y 3akone EY. Hampassbena je
Ha ocHOBY EBpoIicKke KOHBEHIIMje U CBeyaHo nporviauieHa 7. fjeuem6pa 2000. of ctpane EBponckor
napsamenTa, Beha munucrapa u EBponcke xomucuje. Y. 8. 3amrTuTa JMYHUX NMOAATAKA
nponucyje: 1. CBako MMa IpaBo Ha 3alUTUTY NOAATaKa O CBOj0j IMYHOCTY; 2. TakBY nofauy Mopajy
6uTH 06paheHHU mowITeHO 3a (YHanpes) oapeheHy cBpXy U Ha OCHOBY MHGOPMUCAHOT IPUCTaHKa
ocobe WM Ha HEKOM JIpyroM JIETHTUMHOM OCHOBY ypeheHoM 3akoHOM. CBako MMa NpaBo Aa
NPUCTYNH NPUKYIUbEHUM IOJalMMa O CBOjOj JINYHOCTH U MMa IPaBO Ja 3aTPaXKU HUXOBY
ucnpasky; 3. [lomToBambe 0BUX NpaBUJIa N0/ 1exe KOHTPOJIM He3aBUCHOT opraHa.” KonBeHuuja
3a 3alUTUTY NOjeJMHALA Y NOIVIeZly ayTOMAaTCKe 06pajie IMYHUX NoZlaTakKa je ciopa3yM CaBeTa
EBporne u3 1981. roanHe Koju IITUTH NPABO HA IPUBATHOCT MojeAHALa, y3uMajyhu y 063up cBe
BehM MPOTOK MOAATaKa 0 IMYHOCTH KOjHU Cy MOJBPTrHYTH ayTOMATCKOj 06pajiu.

29 “Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)
(Text with EEA relevance)”, 0] L. 119, 4.5.2016, pp. 1-88; “Directive 95/46/EC of the European
Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to
the processing of personal data and on the free movement of such data”, Oj L. 281, 23.11.1995, pp.
31-50; “Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002
concerning the processing of personal data and the protection of privacy in the electronic
communications sector (Directive on privacy and electronic communications)”, 0/ L. 201, 31.7.2002,
pp. 37-47.
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ePrivacy Regulation, koja 64 3anpaBo TpebaJio Jja 6yze lex specialis y ofHOCy Ha
GDPR.* Maxkwy ckpehemo Ha rope nomeHyTy JlupektuBy 95/46/El], koja je y
OUTHOM OJipefiua, ,Tpacupasia nyT" 3a Ja/by Pa3Boj NpaBHUX mponuca EY y
06JlacTU 3alTUTe MOJaTaka W MpaBa MPUBATHOCTU - cBe A0 General Data
Protection Regulation. Y ToOM OKBUpY, PaJit Ce 0 Haj3HAYajHUjoj AUPEKTHUBH, KaKO
360r Tora LITO Ce AyroroJuilba Cy/ICKa MpaKca TeMeJ/bU Ha Hb0j TaKo U 360T Tora
IITO OCTajle JUPEKTUBe Mpe/ACTaB/bajy HaZOrpaJiby Kako 6U ce oMoryhusia
IbMX0BaA NPUMeHa y 00J1aCTH eJIEKTPOHCKUX KOMyHHUKaluja.3! 3Hauaj /lupekTrBe
95/46/El] >xe1MMo J]a HAaIJIaCUMO U YMH-EHHUI[OM /I je OHA MOC/IYKUJ/Ia KAa0 OCHOBA
3a HoBY GDPR. [laksie, 1a MOHOBUMO, ped je 0 HajBaKHUjUM JJOKYMEHTHMa Ha
MehyHapoZHOM HHBOY, 4Hje Cy oJpeAbe HHKOPIOpPHCAaHE KacHUje y CBa
Hal[MOHa/IHA KPHMBUYHA INpaBa 3eMa/ba IMOTHHCHUIIA U 3eMaba Koje Cy
paTuduKoBase 03HaYeHa JoKyMeHTa.’? OBO MpaBo MoOMHbe ce y mpeko 150
HaLlMOHAJIHUX ycTaBa y cBeTy.*® YcraB CpOuje He epuHMIIE eKCIUTULUTE TPABO
Ha NMPUBATHOCT, a/IU TO YMHU Ha HAUMH Jla TapaHTyje paBa U c1060/e Kpo3 Koje
Ce OHO OCTBapyje, a Y TOM KOHTEKCTY IITUTH JIOCTOjaHCTBO U CJI060AAH pa3Boj
JINYHOCTH, HETIOBPELHUBOCT ICUXUYKOT UHTETPUTETA, HENIOBPEAUBOCT CTaHa, Kao
¥ TajHOCT MKMCaMa M JIPyTHUX CPeJICTaBa oNiITea.>* MehyTrM, Taj HUBO pearoBamba
je Apyrayuvjy Kaja je y NUTamy 3allTATA JUYHUX N0AATaKa, jep YcTaB 4. 42.
U3PUYUTO JIaje moceOHe rapaHiiyje: ,3ajaMueHa je 3allITUTA [10/JaTaKa 0 IMYHOCTHU
(ct. 1). llpukyn/bama, ApXKawe, 06paZa U Kopuinhewe nojaTaka 0 JUYHOCTU
ypebyjy ce 3akoHOM (cT. 2). 3a6pameHa je ¥ KaKIbHUBa yIoTpeda nogaTaka o
JINYHOCTH U3BaH CBPXeE 3a KOjy Cy NPUKYILJbEHH, y CKJIaJy ca 3aKOHOM, OCUM 33
notpebe Bohewa KPUBUYHOT MOCTYIIKA WM 3alITUTE 6e36eHOCTH Peny6. ke

30 “Proposal for a Regulation of the European Parliament and of the Council concerning the respect
for private life and the protection of personal data in electronic communications and repealing
Directive 2002/58/EC (Regulation on Privacy and Electronic Communications)”, COM/2017/010
final - 2017/03 (COD) Brussels, 10.1.2017.

31 Haramwa Tomuh, Jlanu6op IletpoBuh, ,/JIpylITBEHO yMpekaBakhe W 3alITHTa MPUBATHOCTH
KOpHCHMKA WHTepHeTa", y: Muozpar bakmas, He6ojuia BojoBuh, /lejan MapkoBuh, Biasanka
Ahumosuh-Pacnonosuh (ypc.), 36opHuk padosa XXVII cumnosujyma o Hogum mexHoso2ujama y
NOWMAHCKOM U meaeKoMyHuUkayuoHoM caobpahajy, Postel, Cao6pahajuu ¢akynreT, Beorpaz, 2009,
crp. 95-97.

32 Aupipej unurencky, [parau [psba, op.cit, ctp. 10.

3 “Right to Privacy”. UnTtepHet: https://cic.gov.in/sites/default/files/Right%20to%20Privacy
%20and%20RTI%?20by% 20Aditya%20Verma%20%20%281%29%20%281%29.pdf, 30.3.2018.

3t YcraB Peny6siuke Cp6uje, CayscbeHu aaacHuk Penybauke Cp6uje, 6p. 98/2006,16/2022; Oasyka o
nporJiallelby YCTaBHOT 3aKOHA 3a cipoBohere AKTa o0 mpoMeHH YctaBa Peny6snke Cp6uje -
Amanamanu 1-XXIX: Cayxac6eru eaacHuk Penybauke Cp6uje, 6p. 115/2021. Maxkwy npuBiadu
YUHeHUIA J1a je AKTOM 0 mpoMeHH YcraBa Peny6.ivike Cp6uje u3 1888. roarHe, 3arapaHToBaHa
HENoBPEeANBOCT CTaHa U TajHOCT MMcaMa U TeJierpadckux Aenema. Bugeru: Yimanose 23, 25,40 u
41. Ycrasa PC.
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Cp6uje, Ha HauuH npejBubeH 3akoHoM (cT. 3). CBako MMa mpaBo Aa 6yne
06aBellTEeH 0 IPUKYI/beHUM MOZALKMMA O CBOjOj IMUHOCTH, Y CKJIaZy €a 3aKOHOM,
Y ITPaBO Ha CY/ICKY 3alTUTY 300T IbUXOBE 3J10y1oTpe6e (CT. 4)“. Y 0BOM CerMeHTy
3alITUTE JbYACKUX MpaBa U c1060/3a, Hall YCcTaB je 036M/bHO BOAUO pauyHa O
peliermrMa 3aKOHA O 3alITUTH MoJilaTaka o JudyHocTy u3 2018. rogune (gambe
33I1J1), a koja cy mocy»uja Kao OCHOB PUJIMKOM H-eroBe uspaze. [log ytunajem
GDPR-a, Cpbuja je y HoBeM6py 2018. roanHe, ycBojuiaa 33I1J1, kojuM je y3 u3aBecHa
Mama OJCTyNawa NpUXBaTWJa NpUHIMIE U BpegHocTH GDPR-a, yuMe je
HECYMIUBO yBeJia HeylopeJUBO BHUIIE CTaHJAap/e 3allTUTe MojaTaka o
JruyHocTh.*® [IpakTUYHO Mpey3uMarbe pellietha U3 GDPR-a, ca epeKTHMa CTBapHOT
,TI013ama" 3alITUTE NOoaTaKa O JIMYHOCTH Ha jelaH BULIM HUBO, IPe/ICTaB/ba
3HayajaH KOpaK Hallpe/, y ycaBpliaBawy Halllel 3aKOHOJaBCTBa.

KpusnunonpasHa 3amrura nogaraka o gmaaoctn y K3C

Yak ¥ OHHU Koju 0 HHPOPMALMOHO-KOMYHHUKALIMOHHUM TEXHOJIOTHjaMa UMajy
TIOBpIIIHA U MOJIOBUYHA 3HAHA, CXBATAjy /A je KpUBUYHOIPaBHA MpobjieMaThKa
ynoTpebe U 3alITUTE 0 3710ynoTpebe nHPOopMalHja 0 MojeJUHLLY, O U3Y3ETHOT
3Hauaja. U3 npeTxoAHOT pa3MaTpama, IPaBO HAa MPUBATHOCT YKJ/bY4yje U MpaBo
Ha Ju4He WHoOpMalUje y Be3u ca NpUbGaB/baAbEM, YYBabeM, YIOTPebOM,
OTKpUBabEM, YBUAOM U1 06e36ehemeM o/ Tpehrx i1na v npuKasuBarba Npeko
uHTepHeTa UTA. C Apyre cTpaHe, cBe Beha ynoTpeba MHTEpHETA U APYLITBEHUX
Mpexa, Kao U Kopullhewe KOMIjyTepCcKe TeXHUKe Y CBaKOAHEBHOM *KUBOTY,
noBehaBa MoryhHOCT BHX0Be 3J10yTIOTPebe, a ca Mo/jaluMa Koju ce HeoBJalutheHo
npr6aB/bajy 3710yN0TPe60M HHGOPMALMOHUX CUCTEMA MOXKeE Ce Ha pa3He HauYuHe
MaHUIyJIMcaTh. MacOBHOCT OBUX 3JI0YIIOTPe6a MONMPHUMHUJIA je OTPOMHE pa3Mepe,
a Herocpe/iHe 1ITeTe cy Hecarieause.>® OBJie Tpe6a MOCeGHO MOANPTATH A Ce
yJIaXKy OTPOMHH HalMopH Ha Cy30Mjarby THX M0jaBa, Kako y Peny6uiuiu Cpouju Tako
1y cBeTy.>” Y TOM KOHTEKCTY, pery/iicarbe KpUBUUHOIPAaBHE 3allITUTE ToJaTaKa
0 JIMYHOCTM Y HalleM 3aKOHOJABCTBY HM3BPILUEHO je MPONHUCUBAKBEM U
CAaHKLMOHHUCAKEM KPUBHUYHOT [ieja ,HeoBjalmlheHO NpPUKYI/bakbe JUIYHUX
nojaraka“. OBo jesno mnpefcraB/ba HoBuHYy y K3 PC u3 2005. roauHe,
cucteMaTu3oBaHor y rmaBu X1V noa HasuBoM, ,KpuBuiHa Jies1a MpoTUB c1060/e
W MpaBa YoBeKa U rpahaHuHa". Ped je, 1ak/ie, 0 HOBOj MHKPUMUHALIMjU KOjy je U3
HepCHeKTUBE IPOMEHhEHUX CUTYallMja, HOBUX 3aXTeBa U KOHQJIMKTA UHTepeca,
OWJI0 OTPaBAAHO YHETH Y 3aKOHCKH TeKCT. Oapenba wi. 146. K3C racu:

35 Catba [1pJba, ,[IpaBo HA 3ALITUTY IMYHHUX OATaKA’, CmpaHu npagHu sxcugom, 6p. 1/2018, crp. 92, 96.
36 MurepHer: https://cadmus.eui.eu/handle/1814/23296, 27.3.2022.

37 lpara Ilpsba, 3BoHuMup MBaHoBuh, Mapuo PesbanoBuh, KpusuuHa desa 8UCOKOMEXHONI0UKO2
KpumuHaaa, UHcTUTYT 3a ynpeaHo npaso, beorpag, 2011, ctp. 77-80.
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(1) , Ko nmozaTke o IMYHOCTH KOjU ce NPUKYIL/bajy, 06pabyjy 1 KopucTe Ha OCHOBY
3aKoHa HeoBsalheHo NpU6GaBH, CAOMILUTH APYTOM MM YIOTPe6GH y CBPXY 3a
KOjy HUCY HaMeHeHH, Ka3Huhe ce HOBYaHOM Ka3HOM WJIM 3aTBOPOM /[I0 je/iHe
roJlMHe.

(2) KazHoM u3 cT. 1. 0BOT WiIaHa Ka3HKhe ce ¥ KO IPOTUBHO 3aKOHY MPUKYI/ba
NoZIaTKe 0 JIMYHOCTY rpahaHa WK TaKO NPUKYT/beHe NM0/JJaTKe KOPUCTH.

(3) Axo mesio u3 cT. 1. OBOT WiaHa YYUHH CJAYKOEHO JIMIE ¥ BPIIEY CIYKOe,
Ka3Huhe ce 3aTBOPOM JI0 TPU rofuHe. 8

Tpe6a nMaTy y BULy Jia ce paZii 0 KpUBUYHOM [iesly 6/1aHKeTHOT KapaKTepa,
ILITO 3Ha4H /A CY 33 HeT'0BO NIOTIYHO pa3yMeBaibe U IPUMeHY HeOIIX0/IHe ofipefibe
oArosapajyhux Apyrux nomnuca, KOHKpeTHoO Beh noMeHyTor 3aKoHa 0 3alUTUTH
nozgaTaka (33I1J1), Koju je modeo aa ce npuMemsyje aBrycra 2019. roguue. Y jabeM
HACTaBKy TeKcTa 6uhe yka3aHO Ha paj, opraHa Koju Cy 3aly’KeHU 3a IPUMeHY
HaBeJIeHUX U JIPYyTUX HOPMHU V TIpeIMeTUMa U3 oBe 06.J1acTH y Peny6iuiy Cpouju.
Hai ocobeH npucTyn pasMaTpaby 0OfHOCHOT IIpobJieMa JiejioM he ce 6a3upaTy U
Ha OBOj aHa/nu3u. HapaBHO, caMo y MepH y Kojoj he Hac To AoBecTH AyO/bEM
pasyMeBamwy KJ/bYYHHUX NpoGJieMa M M3a30Ba Yy NPUMEHHU KPUBUYHOIPABHE
3aIUTUTE OBOT — jeIHOT 0/} OHMX ITpaBa 3a Koja KaXkeMo [ia ce HaJla3u y CpeJUIITY
JbyAcke caoboge!? Ila, ga M cy MeXxaHU3MHU KPUBUYHOIPABHE 3aLUTHUTE OF
NIOBpe/le OBOT NpaBa JeJ0TBOpPHU Yy Peny6snuu Cp6buju M KakBU Cy ePeKTH
yCBajalba M ycarjamaBawka ca HoBuUM 33IUJI y mormieny cyfcke 3allTUTE U
CaHKLMOHHMCama Kplilea paBa Koja 0Baj 3aKOH rapaHTyje (1ocJe npBe rofivHe
npuMene).** Ykparko, npes cynoBuma y Cpouju (14 oCHOBHUX CyZ10Ba), y TEPUOLY
oz, 2015. go jyna 2020. roguHe, opMHUpaHO je YKynHO 28 npejMeTa 3a KPUBUYHO
Jiesio u3 Wwi. 146 K3 - 26 npeimeTa oKpeHyTa Cy 10 IPUBATHOM TYK06aMa, 10K CY
npeocTasa 2 HOKPeHyTa 110 ONTY)KHOM aKTy Ha/IJIEXKHOT jaBHOT TyXKuamTBa. ' Y
IIeCT CJy4yajeBa JIOHETO je pellielhe 0 ojbalMBalby TY:KOeHOr 3axTeBa, y 13
c/lydajeBa JIOHETO je pellere 0 0f0Ujamby, Y ABA CIy4aja JJOHETO je pellere 0
06ycTaBH NOCTYIIKA, /1Ba [IpeIMeTa Cy OKOH4YaHa ocyhyjyhoM npecyznoM, y YeTUpH
cJly4aja JJoHeTa je ocyiobahajyha npecysa, 10K je y jeJHOM Cy/; IpeUHaYro MPecyay
Y 071610 ONTY:k0y NPOTUB OKpPUBJ/bEHOT JIMLA. U fajbe: Mehy mpeiMeTHMa KojU Cy
OKOH4YaHHU ocsi06abajyhoM npecyzioM jefiaH npefMeT NOKPEHYT je 10 ONTYKHOM
aKTy jaBHOI' TY)KMJIAIUTBA, @ TPU MO NPHUBATHO] TYKOU. [laxKmy NpHBIa4YU U
YUbeHULA Jia cy Mehy mpeAMeTHMa KOjU Cy OKOH4YaHU ocyhyjyhoM mpecyzom,

3 KpuBUYHHU 3aKOHUK, CayxcbeHu aaacHuk Peny6auke Cpéuje, 6p. 85/2005, 88/2005 - ucmp.,
107/2005 - ucnp., 72/2009,111/2009, 121/2012, 104/2013,108/2014, 94/2016 1 35/2019.

% Nlamjan Musieycuuh u fp., ,JIpMBaTHOCT U 3allITHUTA MOfaTaKa o JIMYHOCTH ¥ Cp6uju, AHanu3a
0JjabpaHuX CEKTOPCKUX NMPOIKCA U IbUX0Be NpuMeHe', y: Ypow MunubeHoBuh (yp.), [lapmuepu 3a
demokpamcke npomere Cpouja (Ilaptaepu Cp6wuja), beorpan, 2021, ctp. 12.

0 Ibid.
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JIOHeTe JABe ycJoBHe ocy/e.*! Beh camo moBpiiaH norjes Ha OBy CTaTUCTHKY,
II0Ka3yje Kao ,Ha JiJIaHy" /ia je 3a KpUBUYHO JeJio — HeoBaurtheHo npuUKyI/barmbe
JINYHUX NI0JaTaKa — yaZ/bMB0 Majiu 6poj MoCTynaKa MOKPEHYT NpeJ; CyJ0BUMa Y
Peny6aunu Cp6uju. Haume, 6poj of 28 npeaMeTa y oBoj MaTepuju of, 2015.
TO/IHE, Y U3PA3UTOj je HecpasMepH ca yuecTasolhy Kpiera MpaBa Ha 3allITUTY
N0/IaTaKa y UCTOM IepUOAY, OC/Iamajyiin ce Ha pe3y/ITaTe NPETXOAHE aHATU3e —
Ha caMo /JiBe ocyhyjyhe npecyze 3a 4. 146 K3, u To yc/oBHe, HUje ce HU Moryhe
M3jaCHUTH O TOME Jia JIM je Ka3HEeHa MOJHUTHKA Cy/0Ba 32 OBO KPUBUYHO JIeJI0
6Jiara wiu owtpa. Kao ocHOBHU pasJior 3allTo je 0BaKo Jiolia (nopaxasajyha)
CTaTUCTHKA WY, aKO X0heMo, 3aIITO Cy MEXaHU3MH 3aLUTUTE JUUHHX 0AATAKA Y
TOj MepH ,[T0AGALUIN", MOXKE [ Ce HaBeJie YMHbeHUla [la NpeJi KpUBUYHUM
oJle/berbMa cyoBa y Cpbuju ,jolll yBeK HUje CTUra0 NpPeAMET Ca 3HAYajHOM
HIOBPE/I0M TPUBATHOCTH, GUJIO0 ¥ IOTJIEZy 030U/bHOCTH MOC/IeAMIIA 0 olnTeheHor,
6w10 y niorsieAy 6poja omrreheHux”. OBUM ce, CBaKako, He Ipeballyje 0Ar0BOPHOCT
Ha Cy/loBe, Beh He/locTaTaK TaKBOT IPUCTYIa Tpeba MOTPaXKUTH, IPe CBera, U3BaH
cymoBa uMajyhu y BUy Ha/[JIEXKHOCT 32 KOHKpeTHe nocTtynke.* [Tos1azehu oz rope
IIOMEHYTOT, jeflaH O, pa3Jiora Moxe ce HahK U y MajioM 6pojy MOCTymnaKa Koje
WHUIMpPA jaBHO TYXKWJAILITBO, Tj. MajJoM OpoOjy ONTYXHHIA KoOje jaBHa
TY>KWJIAIITBA ynyhyjy cynqoBuMa. Paau uiayctpanuyje: y nocMaTpaHOM MePUOAY
Koju 06yxBaTa BUILE O NET rOJMHA, CaMo y [iBa NIpeJJMeTa ce Y Y1031 TYXUoLa
TI0jaB/byje Ha/JIEXKHO jaBHO TYUJIamTBO.* Jla 3aKk/bydrMo: Y MOIIey 3alITUTE
HojeIUHIA U HEeroBe MPUBATHOCTH, U30CTaje aJleKBaTHA MpaBHA 3allTUTA 3a
owrtehene - XKpTBe 3/0ynoTpebe MojaTaka O JUYHOCTH. McmocTaBuio ce,
HaXaJocT, Ja Yy OBHUM, [0 MHOro 4eMy 06e3063MpHUM BpeMEHHUMa,
KpUBUYHOIIPaBHA 3alITUTa omTeheHnMa 360r moBpeaa v3 4. 146. Huje HU
epukacHa, HU JiesioTBopHa.** , Jlocexkyhu* 1o mpaBor o6jalibeba 0BaKBE, Kpajibe
HeraTUBHe IIpaKce, aKLUeHaT je Ha TOMe Ja HUjeJHa KpUBUYHA IIpHjaBa
[loBepeHrKa 3a MHOpPMaIlHje 0/] jABHOT 3HA4Yaja U 3aIUTUTY I10/IaTaKa O IMYHOCTH,
HO/IHETA Y IPETXOHUX MeT FO/IMHA, HHUje A06ua cBoj enuor. UcTo Tako, Hajeehu
6poj NoAHETHUX KPUBUUHUX IPUjaBa 3a OAHOCHO KPUBUYHO [IeJI0 Ce Tpej] jaABHUM
TY>KWIAIITBUMa OKOHYABA 3acTape oy MocTynka uiu 6e3 UKakBOI UCXO/a,
IITO Y ONpaKCcH 06ecMUIL/baBa KPUBUYHO-CYJCKY 3alUTUTY 360r 3/10ynHoTpede
nojjaTaka o JINYHOCTH, KaKo TO rapaHTyje YcTaB.*

“ Ibid.

2 Ibid.

3 Buau o ToMe onrpHuje: Ibid, ctp. 20-28.
4 lamjan Muneycuuh u ap., op. cit,, ctp. 30, 31.

4 3arko Ietposuh, ,KpuBuuHONpaBHa 3alITUTa MOJaTaKa 0 JIUYHOCTH ¥ Peny6suuu Cpouju”,
LAWLife mopran 3a npaBo u npuspeay. UHTepHeT: https://lawlife.rs/index.php/pravo/144-
krivicnopravna-zastita-podataka-o-licnosti-u-republici-srbiji, saTym npuctyna 24.6.2023.
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5) 3SHAUAJ 3A PEITYBJIMKY CPBUJY

Pa3fo6/be of Kpaja JeBefleCeTUX TOJMHA MPOILIOT BeKa 00esIeXHo je
TPaH/IM03HU pa3Boj HUHPOPMAIMOHO-KOMYHUKAIMOHUX TexHosoruja (ICT).
WHTepHeT U ApYyLITBEHe Mpexe cy, 6e3 NMpeTepuBama, MOCTajle [e0 Haller
CBAKOJHEBHOT >KMBOTAQ, ,ylJIe" y CBaKH /€0 JbyACKoT 6uha, y CBaku HeroB IeH.
[Iporiec je *KUB, paJiu ce 0 KHEroBOM JPACTUYHOM YCIOHY. LleHTpasHO MecTo y ToM
HPOLECY UMA YHII, OAHOCHO MUKPOYHII MJ1K 6UT. [IpeKo mera ce 10/1a34 J10 GHOYHIIa,
Jl0 BellTayKe UHTEJUTeHIMje, poOOTH3aNMje, JUTUTATIHE KOMYHUKAIHje UT.
’KuBumo y cBeTy y KoMe ce orpoMaH 6poj nojjaTaka, GUIMOB], CJIMKA U APYTHUX
MaTepujajia pa3Memyje, OCTaB/ba HA NPOPUINMA U YMHH jaBHO JAOCTYIHUM —
jelHOM peuy, IpeTBapa y NOJaTKe KOjU NpeJfCTaB/bajy HOBU KalUTaa. Y TOM
KOHTEKCTY, cajbep KpUMHUHAJ U cajoep 6e36eJHOCT IpUBJIaye CBe Behy NaKHy, Kako
360r 3HaYaja KpUTHUHE MHGOPMALMOHE CTPYKTYPE 33 HAIMOHAJIHY eKOHOMHU]Y U
6e36eJHOCT Tako U 3060T MHTEPAKI[Hje MOJUTHKA Koje ce 6aBe oceT/buBUM ICT
IpaBUMa, Kao IITO Cy NPUBATHOCT U 3allITUTA OAaTaKa. YIPaBo je TO PasJior LITO
Cy, He Tako [JaBHO, Y Hall NPaBHU CUCTEM YBeJeHU 3aKOHU KOjU Ha HOB U
cBeoOyxBaTaH HadyMH TpPeTUpPajy OBY KOMIUIEKCHY M BeoMa JUHAMHUYHY
npob6yieMaTUKy. Y3 Te nepcneKkTUBe, MOHYHeHU Cy 0[ITOBOPH Ha IIUPOK CIIeKTap
IHUTaka ¥ BE3U ca 3alUTHTOM [10JaTaKa, IPaBa Ha MPUBATHOCT, paBa Ha CJ1060.1y
MUIIL/bEHA U U3paXKaBaha, CJI000/ly MHTEPHETA Kao Meauja v aAp. HajBaxkHuju, u3
acrnekTa Haile TeMe, ¥ ¢okycy ce Hamao 33I[1J1 (koju je dakTUUKK NmpeBefeHa
Bep3uja GDPR-a). Cyacka 3amTUTa rapaHTOBaHa OBUM 3aKOHOM 06yXBaTa MpaBo
JIMI]A Ha KOje ce Mo/Iall OJJHOCE Ha MTOKPeTakhe: YIIPaBHOT CIIOPa, TAPHUYHOT CIopa
(Tyx06a 3a 3alITUTy NpaBa U Tyk6a 3a HaKHAJy LITETe), Ka0 W MpeKpLIajHOr
nocrynka. 33[1/1, mehyTrm, He TpeTrpa KPUBUUHONPABHY CYZACKY 3aIUTHTY Y CJIy4ajy
,3J10yTII0Tpe6e MoiaTaka 0 IMYHOCTU, IOMYT M0jeIMHUX 3aKOHA KOjU MPOMUCY]y
KpHBUYHa JleJa U3 06J1aCTH Kojy ypeDhyjy. YMecTo Tora, oBa 3allTHTA je peryancaHa
KpuBHUUHUM 3aKOHUKOM, KOjU ¥ 41 146. mponucyje KpUBUYHO Jie1o — HeoBnamheHo
NPUKYTI/bakhe JUIHUX NojlaTaka. Kako 0Bo iesio uMa GJ1aHKeTHU KapaKTep, 3a
pa3MaTpame O0jMOBHOT oApehema, Tj. IOTIYHOT pa3yMeBamba HeroBor CMUcIa U
CYIITUHE, OUJIO je HEONMXOJHO Ca OBe OINIITe MO3UIje ,ipehu” Ha MoceGHY
TEOPUjCKy UHTEepIpeTanujy Koja npousuaasu us 33[1JI-a. C 063upom Ha To Ja je
Ha K3 nMnieMeHTHpao HOpMe MehyHapoAHOT NIPaBa, C je/{He CTPaHe je TOCTUTra0
Jla ce y CBeMYy CYLUITHHCKU UCIyHe pey3eTe 06aBe3e, a, C IpyTre CTPaHe, UCIOLITY]y
yoOUUajeHd KpYBUYHOMPABHU CTaHZAAP/[H, Kao U Jla ce IPUMeHE pelierma Koja
OATroBapajy moTpebaMa Haller PyIITBA M TPABHOT cucteMa. MehyTum, ociamajyhu
ce Ha pe3yJ/ITaTe aHa/M3e nocrojehe npakce (koja je Hoc/y»uia Kao OCHOB 33 OBaKaB
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3aKJ/byyak), IpaBo Ha IPUBATHOCT U 3aLUTHTA 10JjaTaKa O IMYHOCTH Y MEPH Y K0jOj
OHH Yy IIPYMeHHU T0Ka3yje CBOjy 06jeKTUBHOCT U JeJIOTBOPHOCT, TeK Tpeba Ja ce
YHarpe/e, Kako y jABHOM TaKO U y IIPUBATHOM CEKTODY.

CYBER SECURITY vs. PRIVACY: GENERAL CONSIDERATIONS
AND GROUNDS FOR PROTECTION

Abstract;: Today, there are serious discussions in the world at different levels about
the possibilities of modern information and communication technologies (ICT),
but also about their unwanted consequences. For an ordinary person, the “new”
way of communicating via the Internet and mobile telephony is at the same time
easy, simple, fast, and necessary; it becomes a fact of his daily life. Moreover, modern
times include the Internet as one of the main means of communication. If used
“properly”, it represents an abundance of information on almost any topic and
brings many benefits. With a diverse amount of collected data, it easily mediates
the acquisition of new knowledge and lifestyle shaping. In this perspective, life on
the Internet network is increasingly becoming a space subject to manipulation and
abuse. The list of abuses is long, from attacks on other people’s privacy to
persecution, cyber mobbing, peer violence, sexual harassment and violence,
trafficking in human beings and human organs, etc. In this way, the emergence of
new technologies significantly threatens the right to privacy. In recent years, the
right to privacy has mostly been associated with personal data. The right to privacy
and protection of personal data is one of the most basic human rights. Since it is a
fundamental human and citizen right, the Constitution, the Data Protection Act
(DPA), and the Criminal Code (Article 146, Unauthorised Gathering of Personal
Data) serve as the foundation for its protection under our legal system. The aim of
the work is to contribute to the scientific debate in that area.

Keywords: Cyber security, cyber crime, privacy, personal data protection, normative
frameworks.
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